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Project relevance. The vast majority of modern mobile devices (mobile phones) are practically not
protected against information leaks by intercepting network traffic, as well as against unauthorized
mobile microphone bugging by operator or spyware. It is possible to protect against eavesdropping
only by removing power, but it is sometimes impossible. The situation is exacerbated by the fact
that in some cases, cellular communication is a confidential information transmission channel. The
known solutions are expensive and have a closed character, that does not allow to ensure in their
reliability.
Project result. Hardware and software complex intended for additional protection of talks on
cellular networks. It is assumed that on each mobile phone there will be installed the protected
device for supplying/receiving the acoustic signal in the radio communication is encrypted/
decrypted form. At the same time, the speaker system built into the device to be blocked. The
device is a wired / wireless headset with integrated hardware and software encryption module. The
users can use their existing smartphones (disconnected from connection) or PC (laptop), which
significantly reduce the cost of delivery.
Implementation area. The custom mobile communication devices used for transmission of
important confidential data.
Academic achievements of the author. There are published more than 30 articles in the area of
development of additional components for information security systems and defended a doctoral
thesis.
Practical achievements of the author. There is developed the project of hardware and software.
Expected scientific value. There will be developed a methodology of creating additional protective
equipment for custom mobile devices, allowing to increase the effectiveness of protection against
eavesdropping with the help of blocking leakage channel, as well as through the introduction of
additional cryptographic and stenographic means.
Expected practical efficiency. Providing public information system of protection against leakage,
implemented by the interception of network traffic, as well as by listening to the microphone of the
user device.
Development time. The first practical results (experimental hardware and software) will be
available in a year.

Development cost. Salaries for workers, engaged in the process, the cost of purchasing parts.



CHUCTEMA 3AIIATHI MOJB30BATEJIBCKUX YCTPOMCTB COTOBOM CBSI3H OT
MPOCJYIUINBAHUSA
Kepienuxk npoexmy. 0.m.n., npoghp. binowguyoxuit Anopiii Onexcanoposuy
AkTyajbHOCTL mpoekTa. I[lomamisronee OONBIIMHCTBO COBPEMEHHBIX —IIOJIb30BATEIHCKUX
YCTPOMCTB COTOBOH CBsi3M (MOOWJIBHBIX TeIe(OHOB) NMPAKTHUYSCKH HE 3alIUIICHBI OT YTE4eK
uHbOpMaIMM 3a CYET IepexBara CeTeBOro Tpaduka, a TakKe 3a CUeT HECAHKIIMOHHPOBAHHOTO
MPOCTYIINBAaHUS MUKPOGOHA ONeparopoM MOOWIBHOW CBSI3W MM 3a CUET MPOrpPaMM-IIMHOHOB.
3alMTUTBCS OT MPOCITYIIMBAHUS MOXKHO JIMIIb OTKJIIOUMB MUTAaHUE, YTO MHOTAA HEBO3MOXKHO.
Cutyanust ycyryonsieTcs TeM, YTO B HEKOTOPBIX CIIy4asiX COTOBas CBSI3b SIBISIETCS KaHAJIOM
nepeaaun KoH(QUIEeHIMaTbHONH wHpopManuu. VI3BeCTHBIE pEMICHUS IOPOTOCTOSIINE, HMEIOT
3aKpBITBIN XapaKkTep, 4TO HE MO3BOJISET YIOCTOBEPUTHCS B UX HAJIEKHOCTH.
Pesyabrar  mpoekTa.  AnmaparHO-IPOrpaMMHBIM ~ KOMIUIEKC, — NPEAHA3HAYEHHBIA  JJId
JIOTIOJTHUTEBHOM 3alUThl IEPETOBOPOB IO CETAM COTOBOM cBsi3u. IIpeanonaraercs, 4To Ha Kaxa0M
3allMIIAaEMOM T0JIb30BATEIbCKOM YCTPOWCTBE YCTAHABIMBAETCS JAeBaiic, MpeIHa3HAYEeHHBIN IS
noJlauu/mpremMa aKyCTHYECKOTO CUTHala B paaroKaHal CBSI3U B
3amuppoBaHHOM/paciippoBanHoM Buje. [Ipu 3ToM, akycTHYeckas CHCTeMa BCTPOCHHasl B
YCTPOMCTBO JIOJDKHA OBITH OJI0KHpoBaHa. JeBaiic mpeacTaBisieT co00i MPOBOAHYIO/OECIIPOBOTHYIO
TPAaHUTYPY HMHTETPUPOBAHHYIO C allapaTHO-POTPAaMMHBIM MoOAy/ieM Imm@poBanus. B pomm
JieBaiica MOKET UCTOJIb30BaThCA UMEIOIIUICS Y MOJIb30BaTelNs cMapTPOH (OTKIIOUEHHBIN OT CBSI3U)
WM TIePCOHATBHBINA KOMITBIOTEP (HOYTOYK), UTO CYIIECTBEHHO YACHIEBUT KOMILIEKT MTOCTABKH.
Ipeanonaraemasi cpepa ucnosb3oBanus. [loap30BaTelbCKHE YCTPOWCTBA COTOBOM CBSI3H,
MpeHa3HAYCHHBIE IS Mepeiaun BaXXHOW KOH(DHIeHIIMATIbHON HH(OpMAaITHy.
Hayunble HapaGoTku aBTOpoB. B 00mactu pa3paOoOTKHU JOMOIHUTENBHBIX KOMIIOHEHT CHUCTEM
3amuThl HH(MOpMaIuu onyoarkoBaHo 6onee 30 craTeid, 3alUIIeHa JOKTOpCKas TUCCEPTaIIHL. .
IMpakTHyeckue HapadOTKM aBTOPOB. PazpaboTaH MPOEKT ammapaTHoO- MPOrPaMMHOTO KOMITJIEKCA.
O:xunaemMasi HaydYHasi HeHHOCTh. byner pa3paboTraHa METOMONIOTHS CO3/IaHUS JOTIOTHUTEIHHBIX
CPEIICTB 3allUTHl TOJb30BATEIbCKUX YCTPOMCTB COTOBOM CBSI3M, MO3BOJIAIONIAS TOBBICUTH
3¢ dEeKTUBHOCTH 3alIUTHl OT MPOCITYIIMBAHUS 332 CYET OJOKMPOBAHUS KAaHAJOB yTEUEK, a TAKXKe 3a
CYeT BHEAPEHUS JIOMOTHUTEIBHBIX KPUITOrPaQUISCKUX U CTETaHOTpadUIECUX CPEICTB.
O:xunaemasi npaktudeckas 3¢pdexruBHocTsh. ObecnieueHrne 00METOCTYITHOW CUCTEMBI 3aIUThI
uHbOpMAIIMN OT yTeueK, peaJu30BaHHBIX 3a CYET MepexBara CEeTEeBOro Tpaduka, a TakkKe MyTeM
MPOCTYIINBAHUS MUKPO(OHA MMOJIb30BATEILCKOTO YCTPOICTBA.
Cpok paspaborku. IlepBele npaxkTHuUecKHe pe3ynbTaThl (IPKCIEPUMEHTAIbHOE amlapaTHo-
IIpOrpaMMHOE 0OecTeueHe) MOKHO MOJIYYUTh B TEUEHUH ToJa.
Pacxoapl Ha pa3paborky. 3apa0oTHas IUIaTa HWCIIOJIHUTENEH, pacxoabl Ha  TOKYIKY

KOMIUJICKTYIOMIUX.



